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What Is Biometric Information?
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“Biometrics”?

Biometry: the measurement and analysis of unique physical 
or behavioral characteristics (as fingerprint or voice patterns) 
especially as a means of verifying personal identity.
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Types of Biometric Information
• Physiological

- Fingerprints
- Iris scans
- Retinal scans
- Facial 

recognition
- Palm 

veins/palm 
prints

- DNA
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Types of Biometric Information
• Behavioral

- Voice 
recognition

- Gait analysis
- Keystroke 

dynamics
- Signature 

recognition
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Biometrics in the Movies

2001: A Space Odyssey (1968)
Voice recognition

Star Trek II: The Wrath of Khan (1982)
Iris recognition

Minority Report (2002)
Eye replacement for iris recognition

Gattaca (1997)
DNA typing

Enemy of the State (1998)
Facial recognition; mass surveillance

Blade Runner (1982)
Biometric scan for empathy

Bourne Identity (2002)
Palm reader

Judge Dredd  (1995)
Biometric-authenticated weapon

X-Men: Days of Future Past (2014)
Fingerprint scan spoofed
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Fingerprint Scanning
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Facial Recognition Is Not a “New” Technology



1010

How is biometric information 
collected and used?
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https://www.recode.net/2017/5/31/1570812
4/nest-iq-camera-indoor-facial-recognition-
technology-google-photos
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Facial Recognition
• Facial recognition technologies have 

been adopted in a variety of contexts, 
ranging from online social networks and 
mobile apps to retailer’s analytics.  
- Potential non-security uses include: 

- Determining an individual’s age range 
and gender to deliver targeted advertising

- Assessing viewers’ emotions to monitor 
engagement in video game or movie or 
interest in a retail store display

- Matching faces and identifying 
anonymous individuals in images

- Photo tagging

1
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1
6

Facial Recognition –
Social Media
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Wide, Wide Range of Biometrics
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Deploying Biometrics
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Biometrics Risks & Concerns
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Potential for Hacking and Spoofing 
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Additional Legal  Issues to Consider  
• Should you obtain prior affirmative consent before collecting data?

- How do you do that? Terms of Use/Privacy Policy? Other mechanism?

• What level of control should individuals have over data collection, storage and use?

• Compliance with Emerging Laws

• How should your policy regarding biometrics address third parties who may not have 
agreed to specific terms and conditions with you?

• How should you address retention periods for biometric data?

• What should happen to the biometrics from someone who unsubscribes from a service?

• Should you take any extra precautions with respect to the use of biometrics by children?

• What types of security precautions (e.g., encryption, access restrictions, etc.) are 
appropriate for your storage of biometric information? 
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Biometric Legislation & Regulation
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Biometrics – Federal Response
• Oct. 2012: FTC report, “Facing Facts: Best Practices for Common Uses of 

Facial Recognition Technologies.”  

- Synthesized the discussions and comments from FTC’s December 2011 “Face Facts 
Forum.”

- Among other things, the FTC report recommended that social networks using facial 
recognition features should provide consumers with clear notice about how the feature 
works, what data it collects, and how that data will be used, and should provide consumers 
with an easy opt-out option and the ability to turn the feature off at any time and have the 
biometric data previously collected from their photos permanently deleted.

- Report also noted that even if a company does not itself intend to implement facial 
recognition technologies, it should consider putting protections in place that would prevent 
unauthorized scraping of publicly available images it stores in its online database. 
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NTIA Initiative 
• Major self-regulatory initiative intended to 

address privacy concerns associated with facial 
recognition technology. 
- Advocates and industry groups were attempting 

to develop a voluntary, enforceable code of 
conduct for the use of facial recognition 
technology and generally define the contours of 
transparency and informed consent.

• Stumbling block: nine consumer advocacy 
groups withdrew due to a lack of consensus on 
a minimum standard of consent re: commercial 
use of facial recognition technology. 

• Self-regulatory guidelines were issued, but 
without any significant privacy requirements.



39

Facial Recognition – GAO Report
July 2015: GAO report, “Facial Recognition Technology: Commercial Uses, 
Privacy Issues, and Applicable Federal Law”

• Legal landscape specifically addressing facial recognition is spare. 

• Federal law does not expressly address when 
commercial entities can use facial recognition 
technology to identify or track individuals, when prior 
consent should be required for the technology’s use, 
or how personal data gleaned from the technology 
may be used or shared.
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Facial Recognition – GAO Report
GAO report noted the key issues that have been raised regarding facial 
recognition technology: 
• Consumer control over personal information: Concerns about faceprints being sold or 

shared, especially since marketers might be interested in the fact that faceprints can link a 
person’s online and offline presence. 

• Data Security: Heightened concerns when biometric data is subject to a data breach.

• Misidentification: Technology does generate errors and captured image wrongly 
identified could propagate throughout different commercial systems without the 
individual’s knowledge.

• Disparate Treatment: Concern about disparate treatment based upon information 
derived from facial recognition – denial of access to products/services if consumer denies 
consent; potential for “marketing surveillance” and price discrimination.
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Facial Recognition – Federal Laws?
• Wiretap Laws: Intended to address surreptitious eavesdropping of communications, but not a square fit for 

biometrics.

• HIPAA: Rules implementing the Act list full-face images and biometric identifiers among the personal identifiers 
that must be removed before protected health information is no longer considered individually identifiable health 
information.  

• GLB: GLB could potentially restrict the ability of financial institutions to share data collected with facial 
recognition technology if such data fell within the laws’ definitions of protected information.

• COPPA: 2013 COPPA amendments classified a photograph of a child under 13 as “personal information”

• Driver’s Privacy Protection Act: The Act addresses the use and disclosure of personal information 
contained in state DMV records (driver’s license photos are defined as personal information).   

• FERPA:  Department of Education’s regulations implementing FERPA include biometric records (and facial 
characteristics) within the definition of “personally identifiable information.”

• Video Voyeurism Prevention Act of 2004: Prohibits capture of images of an individual’s “private area” 
without consent, or to knowingly do so under circumstances in which that individual has a reasonable 
expectation of privacy. However, “Private area” does not include faces.



42

Children’s Online Privacy Protection Act 
(COPPA)
• The COPPA Rule defines “personal information” to include individually identifiable information 

that is collected online, and expressly includes “a photograph, video or audio file that contains a 
child's image or voice.” (16 C.F.R. §312.2(8)) 

• Applies to operators of  commercial website or online services  with actual knowledge of the 
collection of information from children under 13, or if website or online service is  targeted to 
children under 13

• The COPPA Rule broadly defines website or online service to include any service that connects 
to the internet or any other wide-area network (e.g., websites, mobile apps, network-connected 
games, voice over IP services, location based services, social networking services).  

• Clearly applies to social media apps, sites and services.

• Could COPPA apply to network connected security cameras that capture children entering a 
stadium, where photographs and faceprints are stored in the cloud?  
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Biometric Privacy –State Legislative Activity
• Some examples of related state laws:

- Three states have passed specific biometric privacy laws
- Several states deem biometric information as “personal information” in breach notification 

laws
- Some states regulate school use of biometrics

• There are also a number of pending state bills that touch on biometric 
privacy for commercial uses (including drones), governmental collection 
and use of biometric data, and the collection and use of biometric data of 
students.
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Biometric Privacy – State Statutes
Texas: Tex. Bus. & Com. Code Ann. §503.001(c) (2007)
• “Biometric identifier“: retina or iris scan, fingerprint, voiceprint, hand or face geometry. 

• A person may not capture a biometric identifier of an individual for a commercial 
purpose unless the person:
- (1) informs the individual before capturing the biometric identifier; and
- (2) receives the individual's consent to capture the biometric identifier.

• A person who possesses a biometric identifier of an individual:
- (1) may not sell, lease, or otherwise disclose the biometric identifier to another person unless:
- (A) the individual consents to the disclosure;
- (B) the disclosure completes a financial transaction that the individual requested or authorized;
- (C) disclosure permitted by law (other than FOIA) or made for law enforcement purpose

• No private right of action: State attorney general may bring an action ($25K/violation)
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Private Right of Action
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Biometric Privacy – State Statutes
Illinois: Biometric Information Privacy Act, (“BIPA”) 740 ILCS 14/1 (2008):
• Preamble to statute mentions legislative findings suggesting growing use of biometrics in 

security screenings and financial transactions and that the public may be wary of the use of 
biometrics in such settings, justifying some regulation in this area. 

• "Biometric identifier" means a retina or iris scan, fingerprint, voiceprint, or scan of hand or face 
geometry. Biometric identifiers do not include writing samples, written signatures, 
photographs, human biological samples used for valid scientific testing or screening, 
demographic data, tattoo descriptions, or physical descriptions….”

• "Biometric information" means any information, regardless of how it is captured, converted, 
stored, or shared, based on an individual's biometric identifier used to identify an individual. 
Biometric information does not include information derived from items or procedures 
excluded under the definition of biometric identifiers.
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Biometric Privacy – State Statutes
Illinois: Biometric Information Privacy Act, (“BIPA”) 740 ILCS 14/1 (2008):
• A company cannot collect, capture, purchase, receive through trade, or otherwise obtain a 

person’s biometric identifier or biometric information, unless it first:
- (1) informs the subject in writing that a biometric identifier is being collected
- (2) informs the subject in writing of the specific purpose and length of term for which a 

biometric identifier or biometric information is being collected, stored, and used; and 
- (3) receives a written release executed by the subject 

• Statute also provides that entities in possession of such information post a written policy 
establishing a retention schedule and guidelines for deleting data when the initial purpose for 
collection has been satisfied or within 3 years of the user’s last interaction with the entity.

• Right of Action: Provides for a private cause of action: $1,000 in statutory damages for each 
negligent violation, and $5,000 for intentional or reckless violation; injunctive relief; and costs 
and attorney’s fees.  
- BIPA has been the vehicle for biometric privacy class actions lawsuits.
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Biometric Privacy – State Statutes
Washington: HB1493 (passed May 16, 2017; effective July 23, 2017)
• Similar to BIPA, the bill’s stated purpose is to require a business that collects and 

can attribute biometric data to a specific individual to disclose how it uses that 
biometric data and provide notice to and obtain consent from an individual before 
enrolling or changing the use of that individual’s biometric identifiers in a database.
- Also places limits on sale or disclosure to third parties – allows it with consent or other 

narrow conditions of use (e.g., complete a financial transaction, provide a requested service, 
required by law)

- No private right of action: enforced by the state attorney general
- Exceptions: Does not cover biometric identifiers that have been “unenrolled” (i.e., not able to 

matched to a specific person, perhaps meaning de-identified biometric data) or biometric 
identifiers collected and stored “in furtherance of a security purpose.”

- Holder of biometric data enrolled for commercial purposes must “guard against unauthorized 
access” and may retain the data no longer than is reasonable necessary to provide services
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Definition of Biometric Identifier Private
Right of 
Action

Basic 
Requirements

Relevant Exceptions

Illinois: 
Biometric 
Information 
Privacy Act, 
(“BIPA”) 740 
ILCS 14/1 
(2008):

"Biometric identifier" means a retina or iris scan, 
fingerprint, voiceprint, or scan of hand or face geometry. 
Biometric identifiers do not include writing samples, 
written signatures, photographs, human biological 
samples used for valid scientific testing or screening, 
demographic data, tattoo descriptions, or physical 
descriptions such as height, weight, hair color, or eye 
color.

Yes. 
Statutory 
damages 
available, 
injunctive 
relief, and 
award of 
attorney’s 
fees.

Notice and written
consent; biometric policy
and retention schedule; no 
sale or lease of biometric 
information. 

Data security (storage, 
transmission) as per 
reasonable industry 
standards for sensitive 
data.

Disclosure and dissemination 
with consent, if it completes an 
authorized  financial 
transaction; or otherwise 
required by law.

Texas: Tex. 
Bus. & Com. 
Code Ann. 
§503.001(c) 

“Biometric identifier" means a retina or iris scan, 
fingerprint, voiceprint, or record of hand or face 
geometry.

No. Enforced 
by attorney 
general.

Notice and consent; no 
sale or disclosure; data 
destruction requirements.

Data security on par with 
confidential information.

Sale or disclosure only with 
consent, to complete a 
financial transaction, or as 
required by law. 

Washington
HB1493 

"Biometric identifier" means data generated by automatic 
measurements of an individual's biological 
characteristics, such as a fingerprint, voiceprint, eye 
retinas, irises, or other unique biological patterns or 
characteristics that is used to identify a specific 
individual. 

No. Enforced 
by attorney 
general.. 

Notice and consent for 
“enrolled” data;  retention 
limitations; no use 
inconsistent with purpose 
at collection.

Reasonable data security

Sale or disclosure with 
consent, complete a requested 
service or  financial txn, 3P 
disclosure with contractual 
protections.
- “Unenrolled” biometric data.
- For “security purpose”
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Selected Pending Biometric Privacy Bills
• Alaska (HB 72): Similar to BIPA, would prohibit the collection of biometric data without proper notice and 

consent; requires timely data disposal. Provides a private right of action. Status: In committee.

• Arizona (SB 1373): Limitations on collection of biometric identifiers by school or school service providers 
without consent and retention schedule.  Status: In committee.

• California (SB 327): Would require manufacturers of smart devices to, among other things, indicate when it 
they are collecting audio, video, location, health or biometric data beyond the stated functionality of the device 
and obtain consent before collecting or transmitting such information. Status: In committee; on inactive file. 

• Connecticut (Proposed HB 5522): This proposed bill would aim to prohibit retailers from using facial 
recognition software for marketing purposes. Status: Referred to committee.

• Illinois (HB 2411): This bill would amend BIPA and provide that except to the extent necessary for an 
employer to conduct background checks or implement security protocols, a private entity could not require a 
person or customer to provide a biometric identifier or biometric information as a condition for the provision of 
goods or services. Status: Assigned to committee.

• Massachusetts (SB 95): Would add “biometric indicator” to the definition of PI under the state’s data security 
law (includes laws re: safeguarding of consumer PI and breach notification. Status: In committee. 

• New Hampshire (HB 523): Bill would regulate the collection, retention, and use of biometric information. 
Includes a private right of action. Status: In committee.

• Texas (HB 3491): Limits collection of biometric identifiers by gov't bodies.                                                                
Status: In committee; placed on general state calendar. 



51

Additional State Laws to Consider? 
Right of Publicity
• Use of an individual’s identity or likeness for commercial exploitation.

• Cal. Civil Code § 3344: “Any person who knowingly uses another's name, voice, signature, 
photograph, or likeness, in any manner, on or in products, merchandise, or goods, or for purposes 
of advertising or selling, or soliciting purchases of, products, merchandise, goods or services, 
without such person's prior consent, or, in the case of a minor, the prior consent of his parent or 
legal guardian, shall be liable for any damages sustained by the person or persons injured as a 
result thereof.” 

• New York Civil Rights Law § 51: “Any person whose name, portrait, picture or voice is used within 
this state for advertising purposes or for the purposes of trade without the written consent… may 
maintain an equitable action…to prevent and restrain the use thereof; and may also sue and 
recover damages for any injuries sustained….”

• Could such laws apply to facial or other biometric scans that are then used for commercial 
purposes? 

• What are the First Amendment considerations, particularly while recording people in public?
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Biometrics Privacy Advocacy
• International Biometrics & Identification Association (IBIA) released “Privacy Best Practice 

Recommendations for Commercial Biometric Use” (Aug. 2014), which was submitted 
during NTIA process. Basic principles recommending notice and cybersecurity.

• American Civil Liberties Union: “An Ethical Framework for Facial Recognition” (May 
2014). Advocated for stricter standards for use, notice, and consent than those 
recommended by the IBIA.  Also submitted during NTIA process.

• Digital Signage Federation issued privacy standards for its members in 2011.  Under 
standards, companies should post privacy policies, obtain consent before affirmatively 
identifying an individual, notice at site if collecting general demographic data.

• EFF: In Senate testimony in 2012, the EFF stated that because of the risk that faceprints
will be collected without individuals’ knowledge, rules should define clear notice 
requirements to alert people that a faceprint has been collected and include information 
on how to request that data collected on them be removed.
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Biometric Privacy Litigation
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Biometric Privacy Lawsuits
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Biometric Privacy Litigation –
Santana v. Take-Two Interactive Software, Inc., No.15-08211 
(S.D.N.Y. filed  Oct. 19, 2015)

• Plaintiffs’ putative class action claims violation of BIPA over collection, storage, use and 
dissemination of users’ face templates via the gaming platform camera for the creation of 
a virtual avatar that resembles the user. 

• Image is also allegedly disseminated to others during multiplayer games.

• Claims:
- Lack of adequate consent before collection (specifically, claims lack of notice of “indefinite storage of face 

template on Take-Two’s servers”)
- Complaint cites company’s alleged contravention of FTC 2012 privacy principles on facial recognition
- Lack of written notice of purpose and posted retention schedule for faceprints
- Lack of posted biometric privacy policy
- Sought damages for intentional violation of BIPA ($5K per violation), or alternatively, negligent violation 

($1K/violation); and injunctive relief
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Biometric Privacy Litigation – Videogames
Vigil v. Take-Two Interactive Software, Inc., No. 15-8211 (S.D.N.Y. 
Jan. 27, 2017) (on appeal to Second Circuit)
• Court dismissed BIPA claims over Take-Two’s NBA 2K videogame series

- If a user wants to use the MyPlayer function, he or she must agree to the following 
terms:
- Your face scan will be visible to you and others you play with and may be recorded or screen 

captured during gameplay. By proceeding you agree and consent to such uses and other uses 
pursuant to the End User License Agreement. www.take2games.com/eula

- The plaintiffs made no allegations that their faceprints were disseminated or used for 
any other purpose outside of the game (for which they gave consent).

• Court ruled that procedural violations of the notice and consent provisions of 
BIPA are not in-of-themselves sufficient to confer standing under Spokeo.
- Court: “The alleged failure to give the plaintiffs more extensive notice and consent is not a 

material risk to a concrete BIPA interest where no material risk of biometric data misuse ever 
materialized.”

http://www.take2games.com/eula
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Biometric Privacy Litigation – Fingerprints
Sekura v. L.A. Tan Enterprises, Inc., No. 2015-CH-16694 (Ill. Cir. 
Ct. Cook Cty. First Amended Class Complaint filed Apr. 8, 2016)
• Illinois court approved a $1.5M settlement in a class action against L.A. Tan.

• Settlement resolved allegations that L.A. Tan violated BIPA by collecting Illinois 
members’ fingerprints for verification during check-in without proper notice and 
consent requirements (note: no allegations of misuse or disclosure)
- Unlike other facilities that issue membership cards or fobs to present at check-in, L.A. Tan salons 

reportedly collected members’ fingerprints and stored them in a company-wide database to enable 
check-in at any national location.

- Beyond alleged violations for such fingerprint collection without proper consent, the complaint asserted 
that L.A. Tan salons violated BIPA by disclosing member fingerprints to an out-of-state vendor without 
first obtaining member consent. Complaint also claims that L.A. Tan failed to provide members with a 
written data retention policy that disclosed guidelines for permanently destroying its customers’ 
fingerprints as required by BIPA.

- As fingerprints are expressly included in definition of “biometric identifier,” the salient legal issues in the 
dispute appeared to be whether or not L.A. Tan complied with the statute, to what extent L.A. Tan 
could be liable for alleged BIPA violations of its franchisees (interestingly, the Settlement’s definition of 
“Released Parties” expressly excludes all L.A. Tan franchisees), and any potential class certification 
issues.
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Biometric Privacy Litigation – Fingerprints
The Latest Dispute
Baron v. Roundy's Supermarkets 
Inc., No. 17-03588 (N.D. Ill. Ill. 
filed May 11, 2017)

• Claims alleging violations of 
BIPA against supermarket 
chain for collecting employees’ 
fingerprints for clocking in and 
out – no written consent for 
storage; no retention policy.

• Standing/Spokeo issues?
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Biometric Privacy Litigation – Fingerprints
McCollough v. Smarte Carte, Inc., No. 16-03777 (N.D. Ill.  Aug. 1, 
2016)

• An Illinois federal court dismissed, for lack of standing, a putative class action 
alleging BIPA violations against Smarte Carte, a train locker concession, for 
allegedly retaining plaintiff’s fingerprint data without proper consent. 
- The lockers at issue in Chicago’s Union Station used the renter’s fingerprint as a “key.”

• Plaintiff alleges that Smarte Carte violated BIPA by failing to obtain advance 
consent and inform her that it would retain her fingerprint data and for what 
period of time, if any, beyond the rental period. 
- Citing Spokeo, the court granted the motion, finding plaintiff only alleged a “bare 

procedural violation.”
- Court: “How can there be an injury from the lack of advance consent to retain the 

fingerprint data beyond the rental period if there is no allegation that the information 
was disclosed or at risk of disclosure? It was simply retained.”
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Biometric Privacy Litigation –
Photo Tagging
• In the set of photo tagging lawsuits against social media providers, plaintiffs have generally 

brought claims against tech companies for allegedly collecting and storing biometric data 
without adequate notice and consent and failing to provide a retention schedule and 
guidelines for permanent deletion, or otherwise comply with Illinois statute (BIPA) with 
respect to Illinois users.
- Non-user issue: In one suit, plaintiff claimed that Shutterfly creates a template for each face in an 

uploaded photo, regardless of whether a face belongs to a Shutterfly user or unwitting nonuser.

• Complaints seek injunction relief and statutory damages for each violation.
• While BIPA defines “biometric identifier” as “a retina or iris scan, fingerprint, voiceprint, or 

scan of hand or face geometry,” it also specifically excludes photographs from that 
definition.  Facebook and others have attempted to dismiss suits over photo tagging by 
using this apparent ambiguity within the statute.  

• Facebook: ““The across-the-board exclusion of photographs and information derived from them would be 
rendered meaningless if the statute were interpreted to cover data derived from the scan of a photograph.”

• Defendants have argued that the statutory text “scan of hand or face geometry” means an in-person scan of a 
person’s actual hand or face (as for verification or security purposes).
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Biometric Privacy Litigation –
Photo Tagging
• In three instances, a district court refused, at an early stage of a 

litigation, to dismiss BIPA claims relating to the online collection of 
facial templates for photo-tagging purposes. 

• Norberg v. Shutterfly, Inc., No. 15-05351 (N.D. Ill. filed June 17, 2015): Court 
allowed BIPA claim to go forward; matter was settled in April 2016.

• In re Facebook Biometric Information Privacy Litig., No. 15-03747 (N.D. Cal. 
May 5, 2016): Court found Facebook’s terms of use to be enforceable, but declined 
to enforce the California choice of law provision and held that the plaintiffs stated a 
claim under BIPA. 

• Rivera v. Google, Inc., No. 16-02714 (N.D. Ill. Feb. 27, 2017): An Illinois district 
court refused to dismiss a putative class action alleging that the cloud-based Google 
Photos service violated BIPA by automatically uploading plaintiffs’ mobile photos and 
allegedly scanning them to create unique face templates (or “faceprints”) for 
subsequent photo-tagging without consent.
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Final Takeaways and Practical Tips
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Business and Economic Issues to Consider
• Vendor Lock In: How do you avoid “vendor lock-in” to biometric solutions?  

• Insurance: Evaluate your cybersecurity insurance policies to see if they cover biometric-
related issues. 

• Technology Failure: What are the implications of technology failure for your organization? 
While the frequency of failure varies based on what form of biometrics one uses (e.g. voice, 
faceprint, iris scan, fingerprint), systems are subject to authentication failure or other 
incidents. In many cases, these technologies are still evolving. 

• ROI: Is this a worthwhile investment for your organization? It may involve a significant 
information technology investment (e.g., software and hardware, legacy system upgrades, 
maintenance, consulting, etc.) as well as employee training and user education. This must 
be balanced many expected benefits -- new products, services or features; reduced fraud or 
unauthorized access; cost efficiencies; enhanced customer service; and risk avoidance.

• PR: How will your customers feel? Many people find biometrics to be creepy, so customer 
relations should remain an important consideration.  
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Data Security Issues to Consider
• As seen in the OPM breach of 5.6 million fingerprints, biometrics data could be 

subject to a security breach that results in sensitive data accessed by 
unauthorized entities. 
- Government re: the OPM breach: “Federal experts believe that, as of now, the ability to misuse 

fingerprint data is limited. However, this probability could change over time as technology evolves.” 
- Biometric data breach may have an even greater impact than the breaches of financial and personal 

data because passwords or payment card data can be changed or reissued, while a faceprint cannot.
- Organizations that collect and store biometric data must be prepared to house such data with 

appropriate levels of security, access restrictions and safeguards, including using encryption and 
restricting third-party access to biometric data unless necessary for the purpose of collection.

• Should evaluate whether cybersecurity insurance policies would cover this data. 
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Privacy Issues to Consider
• How should the concepts of transparency and consent apply to the collection and use of biometric data?

• What level of control should individuals have over when and how biometric data is stored and used?  

• What limitations should be placed on the sale of biometric data to third parties?  What contractual protections should be 
considered when allowing a third party access to biometric data to provide services?

• Should companies obtain prior affirmative consent before collecting such data?

• How should a company’s policy regarding biometric data deal with non-members of a service or anonymous members of the 
public captured in a photo?

• What level of transparency is appropriate when a company combines biometric data with third-party data for analytics or 
secondary uses?

• How should a company address retention periods for biometric data?

• Data disposal: What should happen to the biometric data of a user who unsubscribes from a service?

• Should biometric data be the subject of heightened data security (e.g. encryption)?

• Should additional restrictions be placed on the use of commercial technology re: teens’ biometric data?

• Would a standard electronic contracting process, whereby a user consents to a service’s terms of service and privacy policy 
via a clickwrap agreement, constitute appropriate notice and consent for the use of biometric data? Or must there be a 
distinct, written notice and consent process for facial recognition data collection practices as well as a formal, posted facial
recognition policy?
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Thank You!

Any Questions?

Paresh Trivedi
ptrivedi@proskauer.com
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